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At the time of writing the online toolkit was unddevelopment. It will have been tested ready foease before the iPres
Conference. The Data Audit Framework will be offiijidaunched on 1 October 2008 at the British Acagebondon.

Abstract Data: Roles, Rights, Responsibilities and Relatiqrs
This report recommended a framework be conceived to
Although vast quantities of data are being creatédin enable all universities and colleges to carry aut a

higher education, few institutions have formal tstgées
in place for curating these research outputs inldheg-
term. Moreover there appears to be a lack of aveseas
to exactly what data are held and whether theybaneg .
managed. In response to these concemns the Joint 1he DAFD project team has produced such a framework
Information Systems Committee (JISC) issued a aall f The methodology is simple yet flexible. As a resuétan
proposals to develop and implement a Data Audit be applied across institutions irrespective of skdject
Framework suited to the needs of the UK higher area or type of data created. A registry comporeint
education research communities. The Data Audit provide a mechanism to support the persistent diogr
Framework (DAF) Development project was funded to  of results of data audits based on DAF. This witha
produce an audit methodology, online toolkit, and a  grganjsations to share information on their datsetss
registry. Four additional implementation projectere/ and curation policies while providing institutionahd

funded to test the toolkit and promote its uptakbis . . -
paper outlines the audit methodology, introduces th national perspectives to assist future data styateg
development.

online toolkit, and provides feedback on implemegti
the Data Audit Framework.

audit of departmental data collections, awareness,
policies and practice for data curation

Project timescale

The Data Audit Framework Development project runs
from April to September 2008 and is funded by tf&C]

Overview of Data Audit Framework

Project background under its JISC Repositories Programmeed by HATII
One of the current challenges for UK higher edorati ~ at the University of Glasgow, the work is being
(HE) institutions is their efficient participatiom the conducted in collaboration with partners from the

national knowledge economy. Management and reuse of Estonian Business Archives, UKOLN at University of
research data have become critical success fafiors ~ Bath, the University of Edinburgh, and King's Cogéee
excellence in research. While research data offeefits London. The project team has created an audit
they also pose risks; reaping the benefits whileaging methodology and tested it in pilot audits that feom
these associated risks requires knowledge of dataMay-July. Feedback from these audits enabled us to
holdings. If HE institutions are to ensure they image
their potential to exploit and reuse research dh&y
must be able to quickly and easily establish amadea

of the data collections they hold and the policesl
practices that are in place to manage them. Antaudi
framework offers a mechanism to collect, and manage
such knowledge.

! Lyon, L. 2007.Dealing with Data: Roles, Rights,
Responsibilities and Relationshjgb. The recent Report
of the OSI e-Infrastructure Working Group presses a
similar agenda if the UK is to ensure its research
institutions adapt emerging e-infrastructure resdjtsee:
OSI e-Infrastructure Working Group. 200Reveloping
the UK'’s e-infrastructure for science and innovatio
www.nesc.ac.uk/documents/OSl/report.pdf

% The total value of the Grant from the JISC is 8,000.

The need for an audit framework was identified by L
Lyon in the JISC-commissioned repditealing with




refine the methodology and has yielded informatiwet
is guiding the development of the online toolkit.

A beta-version of the online toolkit will be releasin
September 2008 to be tested in audits at King'de@el
and Imperial College London. Any necessary
amendments will be made before the official releaise
1% October 2008. The toolkit will be promoted theteaf
in collaboration with the Digital Curation Centrand
DigitalPreservationEurope (DPE)Training events are
planned to assist organisations to adopt and imgrém
the Framework. The audit toolkit will be freely daale
to use online or download frohitp://www.data-audit.eu
Support will also be available through the website.

The methodology and toolkit will be tested furthiar
four JISC-funded implementation projects at Uniitgrs
College London, King's College London, Imperial
College and the University of Edinburgh. These gcty
should conduct some twenty audits across a rangtEof
departments and schools and should finish in Deeemb
2008.

The DAF M ethodology

The development of the DAF methodology drew on the
experiences %ained by staff at HATIl when develgpin
DRAMBORA,”> a methodology for assessing the risks
associated with digital repositories. At the outfat
team recognised the value of a practice-oriented an
intuitively  applicable approach. DAF provides
institutions with a straightforward method of caclieg
information on their research data assets. It fesnb
designed so that it can be applied without deditate
specialist staff and with limited investment of &nor
effort. The methodology has four stages:

1. Planning the audit;

2. ldentifying and classifying data assets;

3. Assessing the management of data assets; and,
4. Reporting results and making recommendations.

The stages generate two key outputs: an inventbry o
data assets created during Stage 2; and a finaitreyat

incorporates recommendations on how data management

could be improved. A detailed workflow of tasks and
outputs within each of these stages can be seateafie
(see Figure 1).

Audit stages

Planning the audit
There are two key objectives of the planning stdgjeto
secure organisational buy-in by establishing a sbbu

% http://www.dcc.ac.uk

4 http://www.digitalpreservationeurope.eu

> DRAMBORA: Digital Repository Audit Method Based
on Risk Assessment is available at:
http://www.repositoryaudit.eu/

business case; and, (2) to prepare as much adleossi
advance of the audit so time spent on-site can be
optimised. Securing agreement from top management
and ensuring this commitment is filtered down igogal.
Establishing expected outcomes will assist datatensd
with determining the scope and focus of the ausi.
conducting background research the auditor can
minimise demands placed on data creators, managdrs
users, and scheduling interview times and locations
advance will help ensure they are ready to cortibu

Planning of the audit involves the following tasks:
« Appoint an auditor;
» Establish a business case;
e Conduct initial research to plan the audit; and,
e Set up the audit.

Our test audits indicate that this work takes betw2-4
days, depending on the level of prior knowledge the
auditor has of the department being audited anditte

of the department. Where the toolkit is used ira#yn
for self-audit the initial research stages are likatly to
require as much effort. The planning stage may take
place over a few weeks as the auditor waits on
information and responses from staff with whom
interviews have been requested. During this stafgena

is completed to support the capture of high level
information about the organisation being auditede(s
DAF Methodology, Audit Form 1).

Identifying and classifying data assets

The purpose of the second stage is to establish aata
assets exist and classify them according to thedirevto
the organisation. Essentially, an inventory of dadaets

is compiled through a mapping exercise. The overall
quality of the entire audit depends on this first
knowledge-gathering exercise. Classification sclema
are suggested in the inventory but will need taédilered

to the particular organisational context. The dfasgion
step will determine the scope of further audit\atés,

as only the vital or significant assets will beess®d in
greater detail.

This stage should proceed through the followingste
e Analyse documentary sources;

e Conduct questionnaire and/or interviews;

* Prepare data asset inventory; and,

« Approve and finalise asset classification.

Using the timing data accumulated during the teslita
we can project that this work will take between defys,
depending on the size and type of the organisdt@ng
audited and its data holdings. If interviews hawerb
planned in advance during Stage 1, elapsed timeldho
only be a couple of weeks, however this could iaseeif
staff are unavailable to participate. During thisge an
inventory of data assets, divided into groups atiogrto
their value for the organisation will be producesbe
DAF Methodology, Audit Form 2)



Data Audit Framewark Workflow © HATIL, University of Glasgow
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Figure 1. The Data Audit Framework Workflow



commercial arm of the Department and offers a wide

The aim of this stage is to collect additional imfiation range of archaeological services from consultation
about the data assets central to the work of the fieldwork and post-excavation analysis. Staff are
organisation. Assessing the management of thesgsass constantly engaged in projects that result in digilata
enables auditors assess whether the current ldvel o 8SSets, such as digital images, computer aidedjr®si
resources provided is sufficient. Information colél GPS/GIS, and stratigraphy and finds databases.

should help identify weaknesses in data management

practices and point to occasions when data aregbein !Mmplementing the methodology was straightforwarde T

completed which assist auditors in asset and contex Within the Unit and was keen to take part. Access w

Assessing the management of data assets

profiling (Audit Form 3A or 3B). The methodology
provides two element sets to support the collectbn
information at different levels of detail. The Iévef
detail adopted will be determined by the audit aand
scope set at the planning stage. Based on theapittits
we can project that this work will take between 8a4/s,
depending the number and nature of vital assetgqsed
time is expected to be in the region of 2 weeks.

Reporting results and making recommendations

In the final stage the auditor draws together dwiits of
the data audit to produce a final report. This remall
include recommended actions to improve data
management. Suggestions of relevant services ansl to
that could be used by the organisation to enhalneie t
practices and services are provided in the auditkito
and as new ones emerge we will hope to link theske
toolkit. We recommend that it would be best practic
submit the audit report to the appropriate managers
within the organisation for comments before it is
finalized. This stage is likely to take between 2&/s.
Elapsed time may be up to 1 week depending onrie t
taken to convene a meeting with management to appro
the report.

Testing and updating the audit methodology

The methodology was initially tested in pilot asdit
based at three of the development project’s partner
institutions. These were split across subjects:
archaeology at the University of Glasgow, engimaggt

the University of Bath, and GeoSciences at the
University of Edinburgh. Although the audits toolage

in departments / schools of varying size with dfg
data collections, the lessons learned from thet pilo
applications of the methodology were consistent,
suggesting it is generic enough to suit diverseteods.
Moreover approaches to data curation that were
encountered were consistent and confirmed the fbelie
that auditing data assets would be of widespreaefiie
We learned much from these audits and have retised
methodology as a result. We will continue to refihas

we receive further feedback from other individuaixl
organisations who apply it.

GUARD at the University of Glasgow

The pilot audit at Glasgow was conducted in Glasgow
University Archaeological Research Division (GUARD)
the archaeological research unit within the Depantnof
Archaeology. The Unit was founded in 1989 and
currently has thirty-three members of staff. It as

granted to the shared drives on which most datahels

so much of the preparatory work and identificatiowld

be done remotely. The main challenge during thdtaud
was arranging times to meet with staff, much of the
Unit's work is conducted off-site so staff availélyiwas
poor. This was exacerbated by the audit takingeplac
the summer when many other staff were away on dnnua
leave. Delays in setting up interviews increased th
elapsed time. Interviews were arranged with aroand
quarter of the workforce. Some interviews were gane
discussions on data curation practices but mositsfedt

on discussion of specific data assets and weraatrinc
completing the assessment stage. The interviewg wer
very useful for seeing how the Unit created and aged
data and enabled the auditor to identify areas for
improvement. Staff were forthcoming with suggestion
of changes they felt might enhance digital curation
practices within GUARD. These aspects helped fata i
recommendations we could make as to how data
management could be improved.

IdMRC at the University of Bath

The pilot audit at Bath was held in the Innovatdesign

and Manufacturing Research Centre (IdMRC). IdMRC is
a research group within the Department of Mechanica
Engineering. It was set up in October 2001 withding

from the Engineering and Physical Sciences Research
Council’'s (EPSRC) IMRC programme, and is one of
sixteen such centres in the UK. It has four redearc
themes: Advanced Machining Processes and Systems
(AMPS), Constraint-Based Design and Optimization
(CBDO), Design Information and Knowledge (DIAK),
and Metrology and Assembly Systems and Technologies
(MAST). The IdMRC’s work is widely supported by
industry, especially from the aerospace and paoiagi
sectors. It has emerging strengths in shoe andrahécs
manufacture.

No major issues were encountered when applying the
Data Audit Framework in this context. An initial qute
interview was held with the Director of the IIMRG t
establish the scope, purpose and requirementshfor t
audit. Preliminary research was then conductedgusia
Centre’s website and at this stage a decision akentas

to how to compile the inventory. A snowball samglin
technique was chosen, starting with interviews wfith
lead researchers of the four research themesl,lieal
face-to-face interviews were conducted. The intawegi
consisted of browsing personal and shared drives to
identify assets, recording data sets in the inuwgratong

with any additional information that could be egsil
captured, and discussing how the interviewee mahage



the data. The resulting inventory listed 63 datis, sef
which 18 were ranked as vital, 15 as important 20és
minor. The inventory was not comprehensive but was
representative of the data assets held by the €eOfr

the data assets described in the inventory, 30 were hours and elapsed time as the

chosen for further analysis in DAF Stage 3. Muchhef
information required for this stage had alreadynbee
collected, so there were only a few gaps and these
filled by soliciting information through e-mail gries.

GeoSciences at the University of Edinburgh

The pilot audit at Edinburgh was held in the Schabl
GeoSciences, a leading international research eentr

rated 5/5% in the last Research Assessment Exercise

(2001). The School hosts over 80 academics, 7@rese
fellows and 130 PhD students and attracts annual
research grant and contract income of around £4-6
million. The School’s staff contribute to one or mmf

five Research Groups (Earth Subsurface Sciencéyablo
Change, Human Geography, Edinburgh Earth
Observatory, Centre for Environmental Change &
Sustainability) and may also be involved in inter-
University Research Consortia and Research Centres.

Despite the School being much larger than the diker
organisations in which the methodology was appited
was still found to be appropriate. The audit begath
desk research: browsing the School website, cailgct
annual reports and published articles, and congpifin
list of research active staff including details thieir
research responsibilities. Interviews were condiietgh
thirty-five academic/research staff to compile the
inventory. The interviews were semi-structured
discussions during which a broad range of additiona
information was collected. Although this was not a
comprehensive survey, the fact that the later \weers
provide information duplicating that already cotkst
indicated to the auditor that the most significalatta
assets had been recorded. Of the twenty-five detata
recorded only four were classified by the intenéew as
vital. A detailed analysis of these assets wasezhout.
The audit provided crucial evidence as to the weages

of current approaches employed by the School toagmn
its data assets. The results of the audit were mraw
together and a final report was produced which
recommended actions for change.

L essonslearned

Several threads were raised consistently in thabizek
from the pilot audits. These are categorised inte f
domains.

1. Ensure timing is appropriate The initial audits were
scheduled to take place in May. When planning and
setting up the audits difficulties were often enuewed
obtaining convenient times to meet with staff. Suanm
holidays, exam board meetings, conferences and
extended periods of fieldwork meant that the audits
commenced later than anticipated. The timing of the
audit should ideally coincide with the organisaton
quieter period.

Originally the time suggestions given in the mettiody

had been in terms of person hours. As a resulhef t
experiences applying the methodology the auditors
recommended a differentiation be made between perso
lag-time between
requesting information and conducting work could be
quite significant. The person hours allocated far audit
were increased from 1-2 weeks to 2-3 weeks in lafht
the pilot audits and a suggestion was made to aflow
months of elapsed time.

2. Plan well in advance- Setting up interviews and
waiting on documentation from the organisation tzde

a number of weeks. To mitigate against this anddavo
the audit schedule going off track, the planningget
should be started as early as possible. The pdrson
requirements are minimal in comparison with thelik
elapsed time so planning could run concurrentlyhwit
other work commitments.

3. Adopt a method suited to the contexthe decision to
use interviews or questionnaires will depend larget

the culture of the organisation. Where staff arevkm to

be responsive to questionnaires, it would be wadnilew
preparing and circulating one as part of the plagni
stage. How best to communicate with staff also ddpe
upon organisation context and practice. One auditor
found phone calls and face-to-face meetings a more
effective way to engage senior management while
another found personal introductions and internal
advocacy a more successful approach to communicatin
information about the audit than email announcement

4. Scope the work carefully The granularity at which
assets are recorded will depend on the type andtigpa

of data being created. The granularity could vaithiw

the audit due to differences in types of researeimg
conducted. Where small sets of data are creatadyitbe
most appropriate to record assets on a project or
collection basis rather than individually. Convenia
meeting with key stakeholders at the start of tingitao
determine the scope, purpose and requirementshaiil
focus work. The scope could be amended during the
audit if necessary.

5. Collect additional information early on Initially the
audit methodology consisted of five stages, with
identifying and classifying records being sepasitps.

All the initial audits, however, found the optimal
workflow was to collect information for these staggt
once. As such the original stage two and three were
merged. Auditors also found it worthwhile collegtin
other information early in the process. Additional
information was often captured when creating the
inventory, for example details of file formats, tsedre
requirements, creation dates, provenance, relatdd d
assets, storage and data management. In lighteskth
findings we have planned that the online tool allbw
Audit Form 3 to be viewed when completing the
inventory (Audit Form 2) so additional details czamsily

be entered into the relevant fields at the timeagiture.



Developing the online toolkit

Background

At the time of writing the online toolkit was stilinder
development. We have completed the system
requirements stage and this has been validafBde
descriptions here reflect anticipated functionaligny
discrepancies between what is planned and delivweiled

be noted during the tool demonstration at the iPres
Conference (September 2008) and will be documented
subsequent publications about the toolkit.

Feedback from the pilots audits outlined above threa
assisted the definition of the DAF system requiretsie

A list of basic requirements was compiled at anated
meeting and posted on the project wiki to allow
additional comments to be fed back to the developme
team. Regular communications between the system
architect responsible for defining the system
requirements and authors of the methodology (one of
whom had also conducted a pilot audit) ensured the
appropriateness of the requirements defined.

As the online toolkit has been modelled to refldat
intentions and features of the methodology, it will
facilitate planning, documentation, collection @ttal and
final reporting. Checklists are provided and thel e
each stage and contextual help will be added tlhrouly
to clarifiy what information is required. The main
instance of the tool will be accessible over therimet at
http://www.data-audit.eand will be supported by secure
online registries. Because we recognise that some
organisations will find it unacceptable to use s&igs
based at a second institution to store vital dataiatheir
digital assets a downloadable version will alsonteele
available for organisations to host privately.

Functionality by audit stage

In the planning stage auditors will be guided tdlemb
the basic information on the organisation beingitedd
that is necessary to complete Audit Form 1. A naville
be given to the audit and an upload facility wikk b
provided for the business case. Contact detailsstamif
within the department can be recorded and any ngeti
scheduled can be entered into the calendar.

In Stage 2 the auditor(s) will decide on a clasatfon
schema and set categories appropriate to the doltex
survey can be conducted the toolkit will help coempi
and circulate questionnaires. Alternatively theeodar
system can be used to schedule interviews.
collected at this stage will be able to be inputeclly
into Audit Form 2. It will also be possible to ente
additional data collected into Audit Form 3 ready the
next stage.

Data

6 Aitken, B. 2008The Data Audit Framework Tool:
High-Level System Requirements

The two options for element sets in Stage 3 will be
contained within separate tabs. It will be possiblethe
auditor to flick between one tab and another to pama

the sets and make a selection as to which is most
appropriate to use. Some information may alreadse ha
been entered in the audit forms or pulled througmf
earlier stages. An additional field on both elemsets

will make it possible to track records by meansaaof
automatically generated system.

The final stage of the audit requires the audibowtite a
report with recommendations. Summary informatiod an
statistics will be drawn automatically from the alat
collected during the audit to help the auditor cdenghis
report. The toolkit will collate information and igerate a
PDF appendix that contains summary details of data
holdings, list of interviewees / survey respondeatryd
dates for the various stages of the audit. Thelealgio

be a file upload option through which the auditoaym
add the final audit report. It will also be possiblia
Stage 4 to publish audit details in the centralisteg
While we recognised that some organisations will no
wish to have details of their data assets availabla
UK-wide registry others will recognise the valuesoich

a database to ensuring that UK higher education
institutions participate in the expansion of thdioval
knowledge economy

A status bar and calendar will be accessible tHiouy
the audit to track progress and alert auditorsgpimoming
events. The toolkit will also allow files contaigin
reports or information which helps the auditor to
document the organisation, the data assets, ociasst
research to be uploaded. It provides ‘post-itlestyotes

for comments to act as aide-memoirs for auditoeshE
time an edit is made a new row will be added to the
history table, making it possible to rollback tpravious
version if necessary.

The design and implementation of the online tooklt
benefit from the experiences HATII gained consingt
DRAMBORA Interactive, which was released in January
2008. The Data Audit Framework will be available to
use online and the website will provide a sharezhar
where users of the tool can seek advice and share
knowledge gained from their experiences. DAF
Interactive will incorporate a central audit regjsinto
which institutions and departments will be encoerdhtp
deposit their audit data so it can be federated at
institutional and national level to assist strateggkers
plan future work and to enable the HE community to
improve its contribution to the UK digital economy.



Futurework

The Data Audit Framework is part of a larger suife
JISC-funded data projects.The development team
continues to share information and lessons leawitd
related projects such as the four DAF implementatio
studies, the UK Research Data Strategy and DateShar
DAF partners are committed to collaborating across
project, domain and institutional boundaries to elep
tools that support data creation and management.

The methodology and online toolkit enable instdns to
identify their data assets and take steps to ingata
management and reuse. HATII intends to seek funiting
enable it to build on the audit tool to provide diddal
services in the future such as a data quality asserst
methodology and toolkit and a tool for assessing th
‘value’ of data assets. Training courses for padént
auditors are being developed. Information on trese
additional sources of support for institutions hgpito
use the Data Audit Framework to audit their redearc
data holdings will be provided at iPres 2008 (Lamdo
and online ahttp://www.data-audit.eu
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" Details of JISC’s data projects are at:
www.jisc.ac.uk/home/whatwedo/themes/information_en
vironment/researchdata.aspx

® For details of the UKRDS sebttp://www.ukrds.ac.uk/
and for DataShare seettp://www.disc-
uk.org/datashare.html
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